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Agenda

• Self-Inspection Purpose
• Self-Inspection Policy Requirements
• Self-Inspection Objectives
• DCSA Self-Inspection Handbook (SIH)
• Self-Inspection Process 
• Self-Inspection Products/Tips
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Self-Inspection Purpose

• The self‐inspection provides insight into the effectiveness of your security program
• It enables you to validate that your company’s security procedures meet 32 CFR   

requirements and adequately protects national security information
• A thorough “DCSA Style” self‐inspection is key in the identification of 

program weaknesses - no conference room inspections, check, verify, 
annotate

• Your self‐inspection results evaluate security measures in place to reduce risk and 
actions to reduce vulnerability

• The results are further enhanced by considering threat information relevant to the 
NISP, or more specific to the products or services you provide to the government, 
and the technologies and programs they involve

• The self‐inspection is a key tool in ensuring your facility is well‐prepared for a 
DCSA security review

• Proactive communication of the results of your review with your ISR (and ISSP, if 
applicable) ensure comprehensive mitigation to issues, as well as valuable 
feedback on the effective implementation of best practices
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Self-Inspection Policy Requirements

• 32 CFR Part 117.7 Procedures. (h) Security reviews.
• (2) Contractor reviews. Contractors will review their security programs on a 

continuing basis and conduct a formal self‐inspection at least annually and at 
intervals consistent with risk management principles.
– (i) Self‐inspections will include the review of the classified activity, classified information, 

classified information systems, conditions of the overall security program, and the insider 
threat program. They will have sufficient scope, depth, and frequency, and will have 
management support during the self‐inspection and during remedial actions taken as a 
result of the self-inspection.  Self‐inspections will include the review of samples 
representing the contractor's derivative classification actions, as applicable.

– (ii) The contractor will prepare a formal report describing the self-inspection, its findings, 
and its resolution of issues discovered during the self‐inspection. The contractor will retain 
the formal report for CSA review until after the next CSA security review is completed.

– (iii) The SMO at the cleared facility will annually certify to the CSA, in writing, that a 
self‐inspection has been conducted, that other KMP have been briefed on the results of 
the self‐inspection, that appropriate corrective actions have been taken, and that 
management fully supports the security program at the cleared facility in the manner as 
described in the certification.
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Self-Inspection Objectives

• Evaluate compliance with 32 CFR Part 117 NISPOM Rule
• Review internal processes and identify potential gaps in security controls – and 

fix them
• If applicable, evaluate classified information systems and identify gaps in security 

controls, ISSM lead inspection of all classified IS
• Identify vulnerabilities and administrative findings, then apply, monitor, and track 

mitigation actions
• Identify best practices and their effective implementation
• Identify security education opportunities
• Brief the results with your SMO and other KMP and receive SMO certification
• Proactively communicate the results with your ISR (and ISSP, if applicable)



L3HARRIS 6Contractor Self-Inspections

DCSA Self-Inspection Handbook (SIH)

• While you are required to conduct a 
self‐inspection, you are not required to use 
the DCSA Self‐Inspection Handbook (SIH)

• Using the tool does help in easily 
communicating the results with your ISR 
(and ISSP, if applicable) and discussing 
mitigation acts and best practices

• Where can I find it? https://www.dcsa.mil
– Click on Mission Centers and select ISD
– Select Industry Tools
– Click on FSO Guides
– Select either the smart form or print version 

based on your preference

https://www.dcsa.mil/
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DCSA Self-Inspection Handbook (SIH)

Check all boxes, whether they apply or not – don’t risk missing anything
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Self-Inspection Process

• To be most effective, it is suggested that you view your self-inspection as a three-
step process:
– Pre-inspection
– Inspection
– Post-inspection

• Pre-Inspection - Preparation for the self-inspection begins with your pre-inspection 
research and plan:
– Identify all security checklists that apply to your facility – choose all
– Familiarize yourself with how your company's business is organized (it may have an 

impact on your company's security procedures)
– Identify who you will need to interview and what records you may want to review 
– Schedule meetings in advance to allow participants to prepare
– Prepare a list of questions and topics that need to be covered
– Know your facility's physical layout (e.g., where the classified material is stored or where it 

is worked on).
– Identify the current threats to your company's technologies (contact your assigned 

counterintelligence special agent, if needed)
– Have a basic knowledge of your company's classified programs 
– Brief your senior leadership and SMO
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Self-Inspection Process

• Inspection 
– Conduct inspections with NISPOM SME’s and support personnel (FSO/AFSO, IT, 

ISSM/ISSO, Phys Sec, COMSEC team, CDC personnel, Program employee’s and 
program management)

– Pair less experienced with experienced security professionals; presents an opportunity for 
development

– Review the self-inspection checklist and quantify processes, procedures and employee 
actions; not in the 32 CFR, not necessarily a finding

– Talk to employees, explain the self-inspection process, set employee expectations for 
DCSA audits

– Review Standard Practice Procedures, are you following them? Do employees know 
where to go to find/access them?

– Have employees demonstrate processes and procedures when possible – Open ended 
questions, not yes or no, have them describe/demonstrate

– Inspect areas, information systems, containers – use checklist style products; take good 
notes and correct on the spot; involve employees

– Don’t “pencil whip” your inspection, trust but verify and document
– Meet regularly to discuss deficiencies, corrective actions and need for further review
– Annotate “best practices” 
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Self-Inspection Process

• Post-inspection 
– Once you have completed your self-inspection, it is critical to take action to correct any 

problem areas you identified during your self-inspection. You may need to develop 
additional security education materials to address these problem areas. Key tasks follow:
o Feedback. It is important to provide immediate feedback to both your management 

(SMO) and employees. Significant time and resources were expended to get them 
vested in this process. Make sure to keep them vested by providing accurate, specific, 
and clear feedback.

o Recognition. Make sure to provide “kudos” to any of your employees that were found to 
have gone above and beyond your established security procedures to ensure the 
protection of your classified material.

o Reporting. IAW 32 CFR Part 117 NISPOM Rule, 117.7(h)(2)(ii), you must prepare a 
formal report describing the self-inspection, its findings, and resolution of issues found. 
Retain this formal report for DCSA review through the next DCSA security vulnerability 
assessment. 

o Certification. In writing and on an annual basis, a Senior Management Official (SMO) at 
your facility will certify to DCSA, the Cognizant Security Agency (CSA), that a self-
inspection has been conducted, senior management has been briefed on the results, 
appropriate corrective action has been taken, and management fully supports the 
security program. SMO certification required to be uploaded in the National 
Industrial Security System (NISS), not the actual self inspection.
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Self-Inspection Tips

• Plan accordingly, give your team time to do a thorough self-inspection, size matters
• Plan and conduct a kick-off meeting

– Invite key personnel – set the tone, positive
– ID 5W’s and how, develop a CONOP
– Set expectations
o Positive attitudes of security personnel, professional 
o Neat files and records
o Neat security containers
o Attention to detail.  The small things do count!
o Facilities clearance and associated data are neatly maintained, easy to get to and well 

organized
– Map your approach and ID what you're going to inspect and when

• Self Inspection Products
– Findings Tracker spreadsheet or use SIH
– Build an inspection book with inspection tools
o Classified Information System Check Sheet
o Classified marking example sheet for documents and media
o Classified marking guides (all years)
o Questions for cleared and uncleared employees
o OSA inspection checklists
o Container inspection checklists

https://connect.l3harris.com/sites/Brevard-SSS/Security/_layouts/15/WopiFrame2.aspx?sourcedoc=%7BD48513C0-CD3E-4FB2-9907-98F3D6F4F664%7D&file=L3Harris%20Self%20Inspection%20Findings%20Spreadsheet%202022.xlsx&action=default&IsList=1&ListId=%7B9F93D971-43A8-4125-A67C-2A2F1F16C22E%7D&ListItemId=508
https://connect.l3harris.com/sites/Brevard-SSS/Security/_layouts/15/WopiFrame2.aspx?sourcedoc=%7B6FE28EA7-E277-4EA5-B361-94A0AB7D6F1C%7D&file=Classified%20Information%20System%20Check%20Sheet.docx&action=default&IsList=1&ListId=%7B9F93D971-43A8-4125-A67C-2A2F1F16C22E%7D&ListItemId=6
https://connect.l3harris.com/sites/Brevard-SSS/Security/_layouts/15/WopiFrame2.aspx?sourcedoc=%7BBA9E0002-F85A-4583-8C54-01BEB4723FDF%7D&file=Marking%20Requirements%20for%20Documents%20-%20Optical%20Media%20-%20HD-SSD%20Media%20and%20Classified%20Systems.docx&action=default&IsList=1&ListId=%7B9F93D971-43A8-4125-A67C-2A2F1F16C22E%7D&ListItemId=438
https://connect.l3harris.com/sites/Brevard-SSS/Security/_layouts/15/WopiFrame2.aspx?sourcedoc=%7BB1508958-9B1D-47FA-B243-FF6FE2B55011%7D&file=Questions%20when%20Interviewing%20Cleared-Uncleared%20Employees.docx&action=default&IsList=1&ListId=%7B9F93D971-43A8-4125-A67C-2A2F1F16C22E%7D&ListItemId=497
https://connect.l3harris.com/sites/Brevard-SSS/Security/_layouts/15/WopiFrame2.aspx?sourcedoc=%7B69FD613B-DCB0-41BC-8605-8F81CDDD0539%7D&file=SECURE%20AREA%20SELF%20INSPECTION%20CHECK%20SHEET%202021.docx&action=default&IsList=1&ListId=%7B9F93D971-43A8-4125-A67C-2A2F1F16C22E%7D&ListItemId=3
https://connect.l3harris.com/sites/Brevard-SSS/Security/_layouts/15/WopiFrame2.aspx?sourcedoc=%7B5244877D-6287-458E-A680-9F25412E42D3%7D&file=SECURITY%20CONTAINER%20SELF%20INSPECTION%20CHECK%20SHEET%202021.docx&action=default&IsList=1&ListId=%7B9F93D971-43A8-4125-A67C-2A2F1F16C22E%7D&ListItemId=8
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Self-Inspection Tips

• Conduct classified material inventories
• Supplemental SIH – add local policies, procedures and instructions to determine if 

you’re following them
• Are you actually doing what you’re saying you’re doing?  Example:  perimeter 

control checks: Are you doing them, how often, how do you verify that they are 
being done, how do you document them?

• Review all DD254’s
– SCG’s, OPSEC Plans, PPIPs, TEMPEST requirements, etc.
– Review subcontracts, ensure GCA approved, no changes in FCL
– Review NISS for accuracy, update
– ID what makes your program(s) classified and key personnel (who are the key personnel 

on the program)

• Consider outside sources to assist with the SI – weary eyes miss things
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Questions
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